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Rapid development of wireless technologies makes possible implementing new, more featured and convenient applications for medicine. For example, systems capable of continuously monitoring patient’s health in his everyday life and transmitting measured values using wireless network become more and more popular. Such appliances using ‘wearable’ devices would be desirable especially for patients that need to be monitored after surgical operations without making them stay in a hospital. Additionally, the capabilities offered by portable devices may be utilized by doctors allowing them to browse patients information anytime and anywhere.

Former works performed by Distributed Systems Research Group of Institute of Computer Science (e.g. during European 6WINIT project) proved that there exists high demand for such environments but also showed some difficulties in implementing them. One of such applications was a DICOM viewer running on portable PDA devices and allowing doctors to access patients examinations online.

The article presents a concept of the environment which main goal would be to enable remote observations of  patients’ health state and its comprehensive care. A first part of the paper focuses on requirements of such environment and discusses its functionality in the context of present and future wireless communication systems. A brief survey of wearable health monitoring appliances is also presented. Next, there is described sketch of the architecture of the environment together with used, state-of-the-art, industry standards in the area of monitoring in distributed systems. The paper ends with conclusions and use cases of the proposed solution.

Introduction

The progress in wireless networking technologies makes it possible to implement new medical applications, which would take advantage from global communication and pervasive connectivity. Systems capable of monitoring patient’s health continuously in his everyday life and transmitting measured values using wireless network represent the initial phase of such systems development. There is no doubt that such applications using ‘wearable’ devices would be desirable especially for patients that need to be monitored after surgical operations without making them stay in a hospital or for patients suffering from chronic diseases. Additionally, the capabilities offered by portable devices may be utilized by doctors allowing them to browse patients information anytime and anywhere.

The article introduces a concept of mobile medicine as a new discipline of telemedicine catalyzed by a progress in global pervasive communication. A complete functional model of the system for mobile medicine has been proposed. Different view points have been taken into account such as: a patient mobile personal e-health environment, localization and mobility of EHR, medical staff in health monitoring center needs, and emergency team requirements. The mobile personal e-health environment exploits an idea of e-soul. This is an electronic entity that may be used not only to authenticate a patient but is capable of incarnating patients’ e-health environment with the his medical data.

The first part of the paper focuses on requirements of such environment and discusses its functionality in the context of present and future wireless communication systems. A brief survey of wearable health monitoring appliances is also presented. In the following sections there are described functional model of the IT system for mobile medicine, software and hardware referring to the state-of-the-art industry standards in the area of wireless communication and monitoring of distributed systems. The paper ends with conclusions and an use case of the proposed solution.

Mobile medicine requirements

The analysis of medical service scenarios lead to identification of the following mobility categories: patient, patient EHR, monitoring care center, medical staff, and emergency teams. Each mobility category imposes the characteristic requirements on applied telemedical solutions. Mobile medicine is defined as a support for mobile telemedical environment. Mobile medicine requirements may be divided into functional and technical requirements. The most important functional requirements are as follows:

· Access to patient personal e-health environment on-line anytime and anywhere.

· Ability to recognize medical conditions of patients state and to notify a care center.

· Localization of patient and automatic or semi-automatic selection of nearby medical services, such as monitoring care center or suitable hospital.

· Transparent authorization and synchronization of patient personal medical e-health environment with medical equipment e.g. when the patient is taken over by emergency team.

· On-demand access to a patient EHR in home or from medical center and its automatic transfer to nearby foreign care center.

· Access to medical data from mobile devices.

Technical requirements are related to the process of making telemedical applications mobile. To enable mobility of telemedical applications it is necessary to overcome several challenges. Some of the challenges include:

· Determining the architectural approach,

· Dealing with the current application environment,

· Securing connected networks,

· Managing user sessions,

· Ensuring scalability of runtime environment,

· Managing diverse content,

· Handling and managing client devices,

· Networking technologies diversity.

In context of mobile medicine the security aspect is especially important. This issue can be broken down into a number of key issues, as follows:

Confidentiality: The confidentiality of sensitive information such as credit card details needs to be protected. Unauthorised individuals should not be able to gain access to confidential medical data. 
Integrity: Medical centres need to protect the integrity of data transmitted over wireless networks from the point of transmission to the point of delivery. In order to address this risk, it must be possible to check that the data is the same at the points of the origin and the destination.
Availability: This is about ensuring that mission critical medical data and services are available on demand, which often means 24 hours a day, seven days a week. Availability is closely related to security because a security hole can lead to downtime, as in the case of Denial of Service or virus attacks. 
Privacy: In addition to these well-established security issues, privacy will become a prominent issue in mobile medicine, particularly with the development of location based services (see below). Medical services will also need to meet the legal requirements of Directive 95/46/EC of the European Parliament concerning the processing of personal data and the free movement of such data.
Privacy and the impact on location-based services are particularly important in context of mobile medicine. The development of location-based services will have far-reaching implications regarding individuals’ privacy rights. In mobile e-health, new information concerning individuals (namely location information) will be processed by service providers which potentially are not communication carriers. Moreover, this information will be combined with customer intelligence, leading to concerns that individuals may be losing control over their personal, sensitive information. At the simplest level, location-based advertising consists of sending an advertisement message to every user who enters a certain perimeter. Of course, this service will not be appreciated by everyone and so the ability to opt out will be essential. In a more sophisticated scheme, location based advertising would be carried out only if the contents of the advertising message meets the users interests. A similar service would consist of letting a user know when they are in the vicinity of another user who shares common interests. In both cases, somebody (or some system) has to have access to both location information and information specifying the user’s interests. The question is, who should have access to this information, and on what terms?

Technological context of mobile medicine 

Mobile medicine inherits a lot of features from a generally seen mobile computing. However, it introduces its specific requirements making such system much more complex. Before we focus on medical issues, overall mobile environment will be characterized.

Mobile computing must cope with many problems inherently bound with the nature of wireless networks and devices working in them. The most important are the following:

· relatively low bandwidth with high latency and intermittent availability,

· limited local storage size and processing power,

· low battery capacity forcing users to often recharge the device. Power consumption strongly depends on available features and applications in use.

From the application developer’s point of view the diversity of various mobile appliances from mobile phones, palmtop devices up to laptop computers capable of communicating wirelessly with the outside world is not less important. Such diversity of hardware platforms introduces several problems. Some of them have to be somehow overcome, other one must reconcile to:

· different capabilities. Devices differ between each other with hardware resources, which often must be known to the programmer.

· different handling method. Traditional desktop systems seem to get closer and closer to each other in offered functionality and user interface and they become more intuitive to use (or users intuition developed to operate the systems). In the area of mobile devices integration is yet to come, since almost each manufacturer of these appliances has its own idea how to organize collaboration with the user. For example, traditional computers usually are equipped with two well-known input devices: keyboard and mouse. Mobile devices, due to their limited size solve input of data differently: by providing sticks and virtual keyboards, pens for handwriting recognition or even software for voice communication. This all makes it hardly possible for users to freely exchange these devices. This also poses a challenge for application developers.
· variety of existing software platforms imposed by hardware diversity. 

The growing popularity of mobile environments and applications running in them proves that it is possible to overcome the problems. Programmers should be offered a common execution platform enabling for reuse of existing software by ensuring portability of application between different devices. Two such platforms are currently very popular: Java Virtual Machine and WWW browser. The former is an environment for running a precompiled bytecode written in Java programming language, the latter “runs” either HTML “code” or a code written in XML transformed using XSLT language into HTML.
As mentioned above, diverse world of mobile environments imposes code reuse which is beneficial because it saves time and energy needed for extending or expanding the use of systems across various platforms, including the existing wired. Reuse in this case is realized by developing systems built in accordance with multi-layer architecture paradigm. There is typically in such a system a lower layer responsible for business logic and a higher one for data adaptation to a format appropriate for a particular environment. This is what XSLT does. Content adaptation process depends mainly on display size and browser capabilities but could also take into account parameters changing dynamically, e.g. available bandwidth. For example, a server could store a set of images differing by size and resolution which would be served considering type of client application.

Limited hardware resources, mainly processing power and memory forced not long ago to delegate any more resource-consuming tasks to the server side, thus reducing the role of mobile devices to a terminal. An advantage of having a stateless device and using a stateless network protocol is that it is relatively easy to keep data state consistent in case of possible loss of connection and even power supply. Moreover, users could be able to treat their mobile appliance as transient execution environment with the possibility to easily migrate to another (e.g. better equipped, more portable and with faster or cheaper network connection) when necessary, and stateless environment is perfectly fit to this. On the other hand, sometimes specifics of an application and just awareness of intermittent connection (in some cases it would be even better to stay unconnected e.g. due to costs) makes it better to move processing to mobile appliances, which capabilities grow continuously. However, making the device stateful poses an essential problem of ensuring consistency of data. 

Medical applications of mobile environments surely belong to the most demanding. For example, in order to display a DICOM image the device must be equipped not only with a relatively large display but also substantial computing power and, because of huge volume of data to receive, really fast network connection. Nevertheless, even well equipped PDAs are mostly not able to display the image in quality sufficient to diagnose the case but on the other hand, such images can be very useful just for reference. Sometimes even smaller, lossy-compressed images can be satisfactory. Fortunately, most of medical information, e.g. coming from monitoring devices has a form of textual information which can be easily transmitted and presented. The other requirement is that medical information must be treated as reliably as e-banking one. That introduces a significant overhead on its processing.

Patients with chronic diseases need continuous care, but making them stay in hospitals would be very costly and would drastically lower the patients quality of life. In case of patients with e.g. memory loss an expensive hospital care would be unreasonable. Today’s preventive medicine is able to offer patients long term care. 

There exists a number of more or less advanced solutions allowing patients to feel safe at least at their homes by being continuously monitored. The simplest systems provide a patient with a remote alarm button in a watch or so which, when pressed in an emergency, connects the patient to an operator. In more sophisticated approach, the patient is equipped with devices, either being implants or mounted externally which monitor vital signs or can measure different quantities such as glucose level, blood pressure, blood temperature or heart rate. (Sometimes they are even able to perform some actions, e.g. deliver insulin.) The quantities are next processed by a local monitoring system usually running on PDA device or home PC computer; exceeding their value according to set limits triggers alarm sent to appropriate medical centre. The reader interested with details of these solutions can see [8], [9], or [10].

From the medical professionals’ side, existing technology enables them to be equipped with small wireless computers enabling them to access patients’ data or be notified by their monitoring systems whenever needed.

The current systems are based mainly on wireless personal area networks (PAN) preventing from wiring patient body. The communication with the medical centre is realized either by using a predefined static Internet connection which limits monitored area to patients’ homes or by using wide area GPRS connection.

The standard used mostly for communication in personal networks is Bluetooth [11]. It gives connections up to 723 kbps. Utilizing the ISM (Industrial, Scientific, Medical) 2.4 GHz band may cause interferences with medical equipment. Unfortunately, the issue has not been well recognized yet.

Personal Medical Environment

Available wearable equipment is a basis for creation of patient’s personal medical environment, which could improve the quality of life of a chronically ill patient. It is important to distinguish the key components of such environment considering three different states of chronically ill patient’s life:

· stable state (e.g. usual day of a diabetic) – in such case the personal environment may assist the patient in gathering and processing measurements of health‑related parameters,

· dangerous state (e.g. fall of the level of sugar in the blood) – in such case the personal medical environment should start performing measurements more frequently and alert a medical center to pay attention to the patient,

· unstable state (e.g. lost of consciousness) – in such case the personal medical environment should determine location of the patient and alert a medical center to send there an ambulance.

In order to perform the mentioned tasks, a personal medical environment should contain not only wearable sensors or implants, but some kind of electronic agent able to process the measurements as well.

E-soul

The most innovative feature of the proposed environment is the concept of an agent that is flexible enough to co‑operate with many different sensors. Despite the diversity of places, environments and circumstances in which a patient may be situated, the agent should be able to pervade the medical environment in order to rescue the patient. That demanding task is taken on by e-soul. The e‑soul pervades the environment, i.e. gathers every piece of information from the patient monitoring sensors and – by “incarnating” into a hosting device – communicates the gathered results outside. Since there are many different types of devices (e.g. mobile phone, PDA, etc.), the e-soul can use to have means of communication, it needs to be able to utilize available network connection irrespective of its technology.
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Of course there is no need to embed all of the above functionality into an e-soul. Some elements, like network communication support may be implemented in hosting devices, others – like localization support – may be added as a wearable device (e.g. through wireless GPS‑enabled device) but all of them should be recognizable by an e‑soul and taken into consideration when performing required action. The key features of e‑soul are presented in Table 1.

Typically, the personal medical environment will consist only of a few sensors, but the number of them can increase dramatically when the patient changes his location (e.g. is transported to a hospital or is attached to many different sensors in an ambulance). The e-soul will contain the information needed by a hosting station to configure patient’s personal medical environment as well as to identify a patient. Moreover, it will perform some basic interpretation of the monitored parameters’ values. It should be able to decide which data is important and should be stored and which can be discarded, and so forth. Moreover, the e‑soul should be equipped with a set of rules needed for deciding whether to alert a medical center. Such decision is taken by an e‑soul without any support from outside. In that sense, an e-soul is an autonomous entity. 

E-soul can be understood as an immaterial entity which has only to interoperate with devices it incarnates into. However, the concept of an e-soul with functionality detailed above can be implemented by using smart card. Using this ‘smart’ piece of hardware, particular features may be implemented as follows:

· incarnation into a hosting device – an e-soul as a software placed on a smart‑card is able to copy into and run itself on a hosting station; the functionality should be supported both by e-soul and the host,

· identification of a personal medical environment – the software needed by wearable devices connected to e-soul can be stored on a smart‑card and run immediately after incarnation or can be downloaded by using hosting station’s communication abilities,

· authentication of a patient – smart‑cards are equipped with specialized processor and memory for generating a private/public key pair and digital signing data. Along with certificates this is the most straightforward solution for accomplishing the task  of patient identification,

· alerting – the specialized code performing this functionality may be stored on the smart‑card and run if needed,

· autonomous activity – smart-card offers memory space which may be used to store a critical subset of collected measurements. The code of e-soul stored on a smart card can contain a set of pre-programmed decisions to be taken autonomously when it loses connection with the Internet (e.g. using hosting device’s storage to save encrypted measurement).

In the view of its importance, alerting a medical center is worth to bring it forward. The alarmed monitoring center should have means of controlling the process of monitoring the patient (e.g. changing measurements sampling rate). Therefore, because of the diversity of monitoring centers and personal medical environments, an e‑soul should expose some commonly understandable monitoring and management interface. That interface should be implemented by the code transferred to a hosting station.

Hosting station

As described above, an e-soul is very dependent on the hosting station, which is running the environment for the agent. The responsibilities of a hosting station, besides running e‑soul’s code, include supporting network interfaces and storing monitored data. Moreover, the host should expose a uniform management interface for software and firmware updates.

A physical interface between e-soul and the hosting station is an open issue. As mentioned above, it should be a simple smart-card reader but also e.g. Bluetooth radio interface supported by both smart-card and hosting station.
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As a running environment, the hosting station should facilitate embedding the code of e‑soul and attached devices as well as provide them with communication platform. In order to support that, the hosting station may employ JMX framework. The framework introduces a notion of MBean, which is a software agent responsible for management of a certain resource. Being component-oriented, the architecture allows dynamic attachment of a new component to the ones already residing on a hosting station. In this approach, the hosting station runs an MBean server allowing e-soul’s and wearable devices’ MBeans to run and communicate with each other (fig. 1). Note that the MBeans gathering data from sensors are relatively simple in comparison with the e-soul MBean, which is responsible for processing the data, raising alarms, etc. 

Considering low‑level communication, the hosting station needs to be able to converse with wearable devices using wireless networks (e.g. Bluetooth or WLAN) as well as with monitoring center (using wireless or wired WAN networks). Besides, in case of disconnection from the center the host should be able to store the data and then perform a burst transfer. Since the wearable sensors are not expected to generate huge amounts of data, even the host implemented on a mobile phone will have enough storage space to buffer the data for some time
.
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From the security point of view, the data can be encrypted using patient’s public key, hence without e‑soul (or precisely without the patient’s private key) nobody is able to decrypt them and violate patient’s privacy. This holds true even when the measured parameters’ values are stored on an insecure hosting station or when an e‑soul is moved from host to host leaving some data on the previous one’s storage.

As said earlier, an e‑soul is supposed to store most of the code needed to perform required functionality. Unfortunately, it is hardly possible to keep all needed software on e‑soul’s smart card. Therefore, in some cases an e‑soul would contain only references needed for downloading required software on demand. For instance, software for discovering the nearest monitoring center could be downloaded from network.

In order to discover the nearest monitoring center, the hosting station should be aware of the monitored patient’s physical location. Apparently, that requirement is easier to fulfill if the patient is outdoors. In such case, the localization data taken from GPS would be sufficient for ambulance team to identify the person in need. However, if the patient is indoor, the solution to localization problem may involve implementing a localization system (based e.g. on infrared signals emitted by patient’s docking station) that would allow identifying the room or flat the patient is currently in.

Moreover, in case of emergency, the hosting station has to solve the problem of selecting the appropriate monitoring center to support the patient. In order to accomplish that the device may delegate the responsibility of selection to the patient’s home monitoring center. The center, knowing the location of the patient, would also provide the selected remote center with his/her EHR.

Remote medical support

For a remote medical support a medical center is responsible. Its importance was already mentioned earlier several times. This section introduces its main functions. Fig. 2 shows the key tasks of the center. The most essential one, called Patient Remote Support, means giving a patient a feeling of safety and is performed in collaboration with e-soul. The task consists of collecting measurements and alerts from the patient’s personal medical environment. The alerts may result in Case On-line Monitoring in case of dangerous state of a patient or even in Emergency Action Initialization whenever patient is in unstable state. After an emergency team is sent to the patient, an important issue is Emergency Action Guiding that means providing the ambulance with patient’s location information and EHR as well as recent measurements from his/her e‑soul. All of the above may take place far from patient’s home monitoring center in which case Patient EHR Localization action occurs.

As described, from the patient’s point of view there is one home monitoring center and many possible foreign monitoring centers. As patients are mobile and may travel far from their original locations, it would be impossible to support them by their own monitoring centers especially when an emergency team should be sent. This task may be taken on by the nearest monitoring center.

The patient’s home monitoring center should be distinguished for at least three reasons:

· it holds the patient’s electronic health record (EHR),

· it is responsible for selecting the remote monitoring center to take care of a patient that is away,

· it is responsible for charging the mobile patient insurance company.

All these tasks would certainly need formal agreements between medical sites. Moreover, to effectively support sharing EHR, the centers should implement a broker service operating continuously.

Irrespectively of kind of monitoring center (home or foreign), they should be able to respond to an emergency signal either by starting continuous monitoring of patient’s state or – if needed – by sending an emergency team to the location indicated in the alert. 

Figure 3 depicts an hand-over between monitoring centers. The process is always controlled by the home monitoring center. In case of emergency, the patient hosting station contacts the home center providing patient identity and localization and the reason of alert (step 1). The home monitoring center localizes a remote monitoring center the most suitable and the closest to the patient current localization (step 2). In the next step (3) the selected center takes control over the patient. 

The medical staff taking care of a patient that is monitored continuously should definitely be able to change locations. In some cases, a short textual information on a doctor’s personal digital assistant (PDA) screen would be enough up to the moment of real emergency. In more complicated scenario, the doctor would need to download a part of the patient’s EHR and e.g. review some X-ray pictures. In general, the doctor changing location should be able to “take” the session containing some open files with him and continue to work on it in other place. For example, a doctor preparing to surgical operation on a patient would like to transfer his notes to the screen installed in surgery room. From the system designer’s point of view, there is a need to implement a mechanism for secure session transfer as well as a mechanism of adapting open sessions (that could contain different kinds of data) to the capabilities of end devices (varying from PDAs to diagnostic stations).

Usage scenario

To illustrate the usage of our conceptual system, let’s imagine that John Smith, a 55 years old scientist from Birmingham has arrived to Kraków for a conference. Since he has undergone a few serious surgical operations, including cardiosurgical ones he must be continuously monitored. A few years before he would surely have not decided for such a journey. Fortunately, a new patient monitoring environment has been implemented all over Europe. Equipped with his three sensors and a mobile phone John Smith feels safely. His personal e-soul together with the hosting phone (or sometimes his Pocket PC) continually process values acquired from sensors and if the preset threshold is exceeded they hand over to the nearest center which begins controlling Mr. Smith state more accurately and it ready to help him immediately. One disadvantage for him is to remember to keep the phone recharged and not to forget to take it.

In the second day of his stay, Mr. Smith felt worse but his e-soul’s hosting station did not indicate anything disturbing. He was tired and decided to take a walk in a near park. It was quite empty there because evening was approaching. Suddenly he felt cold sweat and growing pain spreading through the upper body to the arms, neck and shoulders. His medical environment also realized these worrying symptoms and started alarm. Mr. Smith was unable to pick up the phone because he lost consciousness. His alarmed monitoring center localized by GPS Mr. Smith’s hosting station and handed over the treatment to the Krakow monitoring center transferring at the same time part of his EHR. On the basis of the medical documentation and sent symptoms one of Krakow cardio-surgical specialists was delegated to this case. His PDA device notified him about that because he was on his way home at the moment. He came back to the center. Since there was no time to lose he decided to look through the patent’s documentation in the ambulance which was ready to set off. In the meanwhile the documentation was transferred to the ambulance where the doctor acquainted with it. Thanks to the GPS, finding Mr. Smith’s in dark and empty park was a simple thing. From the read documentation doctor learnt that Mr. Smith is allergic to a group of medicines and administered others. Help came quickly enough so is was possible to rescue him.

Conclusions

Mobile medicine is a very advanced concept from both technical and medical point of view. Current modern mobile technologies are ready to fulfil any requirements of such systems. Nevertheless, the crucial issue is its implementation not only in an experimental scale but at least all over the continent.  Cost-effective construction of the environment is also the challenging requirement. 

Mobile medicine influences whole organizational structure of provision of medical services. Establishing such a network requires international effort and standardization of medical data exchange, medical procedures and legal agreements across the globe.  It seems to be a very long-term process. Despite this it is sure that mobile medicine will play a very important role in the future.
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Key features of e-soul�
�
�
�
Incarnates into hosting devices�
�
Identifies and organizes a personal medical environment�
�
Identifies a patient�
�
Raises alerts�
�
Is autonomous�
�
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Fig. 2. The role of Medical Monitoring Center comprises of several elements























Fig. 3.  Handover in monitoring centers








Fig. � SEQ Fig. \* ARABIC �1� Data flow in a hosting station








� A critical subset of the data should be also copied to the smart card.


� There are simpler cases, for example sometimes the emergency team sent by monitoring center would be satisfied if the patient’s docking station emitted a loud sound. 





